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Where are you watching from?

Use the On a scale of 1-10 how would you rate
I your knowledge of Critical Risk

chat N Management?

function

1— Nonexistent, 10 - Expert
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Get your Get rid of

tools distractions




What s a

Critical Risk?




Any risk that if realised the
conseguence would be material
to the business.

What is a

Any examples?

Critical Risk?




Where are with CRM?

What’s The Problem? How do we know My Promise
this to be true?



Me?

| help you save lives at work
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My style

UMMI

Shorten it to “CRM”

We'll move fast

| need you



Planning the process

Content o

Identify material unwanted events (MUEs)

o’\

Response to inadequate

T h e F u n d a m e n ta I S critical control performance Ident|fy controls
Verification and reporting Select the cr|t|cal controls

My all won’t be enough @
o/

Site-specific |mplementat|on
Assign accountability




Stick around

; | Slides
\] t ‘. \ ThlS ReCOdlﬂg

Free bonus?




Question

What'’s the hardest part about getting CRM right in your
business or from your experience?



Planning the process

\ 4
(2

Identify material unwanted events (MUEs)

3
o 0N

Response to inadequate o
critical control performance Identify controls
Verification and reporting Select the critical controls
HEALTH AND SAFETY CRITICAL CONTROL (
CRITICAL CONTROL méyzﬁgfnnﬁyT o o
el )
: Site-specific implementation Define performance and reporting

~o”

Assign accountability




Imagine if

You are the safety manager at a
new surface coal mine in
Queensland.

You have been tasked with
Implementing a CRM process
with specific focus on managing
the risk of Surface fire



CRM Planning

Desired outcome;

« Defined a plan for;

« CRM Implementation
« BAU CRM

@

Planning the process

O e

Identify material unwanted events (MUEs)

 What good looks like?

):

| © « A document (or section within a
Response to inadequate . .
critical control performance Identify controls dOCU ment) Wh|Ch deﬂnes the CRM process
\' end to end.
0  Risk Owners, Control Owners understand
Verification and reporting Select the critical controls the CRM process'
(‘ l « Defined Materiality Criteria

Site-specific implememam\ (ymd reporting « How does your business perform?

v P (rating out of 10)

Assign accountability



Identify Critical Risks

Desired outcome;
 Defined list of Critical Risks

Planning the process

© ¢

|dentify material unwanted events (MUEs)

)-

Response to inadequate o
critical control performance Identify controls

Y

o

Verification and reporting Select the critical controls

Site-specific impLementatiN yormance and reporting

0

Assign accountability



Identify Critical Risks

e Desired outcome;
 Defined list of Critical Risks

« What good looks like?

 Broad Brush Risk Assessment
(BBRA) reviewed annually

« Risk Owners identified

« SHMS Gap Analysis

* (i.e.isthere an in date, SHMS
document for each Critical Risk)

« How does your business
perform?



Analyse Critical Risks

Desired outcome;

Planningg process
\ g . .
0 * A Risk Analysis is performed
ety matertun e e of each Critical Risk to
.f\ identify;
Response to madequate @ Analyse Critical Risks e Causes
U I[y\' « Conseguences
L o . SMART.Preventative and
Verification and reporting Select the critical controls Mitigating Controls
( 1  Control Effectiveness Score
(5  Critical Controls

- 0 and Prevention Strategies.

Assign accountability

Site-specific implementation\ yormanceand reporing ® C ritica | CO ﬂt rO| fa i | ure m Od eS



What is the most popular risk
assessment tool to analyse a Critical
Risk?




Example Bowtie

Causes Preventative Controls Vehicle Mitigating Controls Consequences
[ Drug & Alcohol ] Autonomous Interaction
testing Braking

Driver
unfit to 1

drive Lane detection Vehicle
system Maintenance

[Speedometer] [ License test ]

Autonomous
[ Braking

I |
[ Crumple ] [ Seatbelts ]

Zones

Speeding l l
| | | | I

Loss of
[ iPeecd ] [ CSpeed ][ Au';onz.mous ] control of Crumple Road
imits ameras raking Zones Barriers

vehicle

Autonomous
Braking

Driver

| |

Distraction | |
Crumple Pedestrian
Zones zones

Lane detection Police
system Enforcement

Road Speed
Inspections Limits

Water | | | |
on road [

[Roadworthy] [ Road ] Road [ Minimum Road ]

monitoring
cameras

Tyre checks Drainage shoulder width




Critical Control Selection Flowchar

Control Identified

Does control meet
minimum effectiveness
criteria?

Does control meet the
definition of a Control?

NO
v

Not a Control

Does control prevent,
detect or mitigate a
Material Risk?

conTROL IMP rew

nificant
pact

Impact slight impact Noimpact | Adverse impact

i | N—— U

Foor
sdequacy

VeryGood | Excellent

Very 800 adecuscy varv scod acequacy|  MarEinaly roor

adequacy

Msrainally Poor
adequate adequacy

Good

Very good adequacy | Very geod adequacy|

CONTROL QUALITY b et e

Marginatly Marginally
lequate adequate

Paor
adequacy

Poar Foor
adequacy aduquacy

Verypoar

v

Not a Critical
Control

<

Does control prevent,
event initiation?

Does control prevent, or
detect event escalation?

Is Control the only
barrier on the pathway?

s control effective for multiple
causes, consequences or
unwanted events?

Is control independent of
controls for same pathway?

YES
YES
v

Critical Control — <@———————




Analyse Critical Risks

Planning the process

Qe

Identify material unwanted events (MUEs)

Response to inadequate
critical control performance

Verification and reporting

Site-specific implementation

‘
o € Analyse Critical Risks

Identify controls

(3

Select the critical controls

(J

Define performance and reporting

~o¢”

Assign accountability

« Desired outcome:
* A Risk Analysis is performed of each Critical

Risk

 What good looks like?

1 Bowtie per Critical Risk.
Controls are SMART.
Effectiveness Assessment of each Control.

Critical Controls identified via a selection
flowchart.

Critical Control Failure modes and
prevention strategies identified.

Critical Control Risk Owners identified

 How does your business perform?



Define Performance Requirements

PLanninggpmcess DeSired OutCOme:
¥
(2
ety i‘] « Define the required performance
~, of each Critical Control on
Response to inadequate 9 a S peCtS S u C h a S;
critical control performance Identify controls
\'  Activities that ensure Critical Control
Operation
L4 .
Verification and reporting Select the critical controls o O\Nn e rS h | p
( 1 * Training
\ 5 « Failure Modes
Site-specific implementation Define performance and reporting

/ Performance Triggers
-0

hssign accountability Verification Strategies



What is a popular tool used to define
Critical Control requirements?




Example Critical Control Performance Standard

*  Objective: What is the Purpose of the CC T _—_—_—_—— ' —
*  Functionality: How the CC performs in order to achieve the e At o Porformancs Parsmer e =
required risk reduction e it R ——
o i =
+  Critical Operating Parameters: Upper and Lower performance CrvcaCoType | s e
limitations T o
o . . . - = S
*+ Timing: What is the input or signal that !mtlates the CC . e et eyt et
+ Availability: Percentage of time that CC is capable of i T —— e ot
performing its function R A
schiow the segured sk seducfion
+ Reliability: Probability that at any point in time CC will operate o P fr—
correctly . | S
. ope oy . E‘”‘:‘“‘w":::'mﬁ Obkant | Crmical Oparating
*  Survivability: Ability of CC to survive a damage event M T | e
. , e o
+ Dependency: Degree of reliance on other systems for it to e P
erform The pecbaber thatat spgxant intira T [ =7t
p . [ ot o et s |
*  Redundancy: Mechanisms to perform similar function should S
CC fail
*  Control Type Specific requirements:
*+  Object Type Control
+ Location: Where is the CC object to be located to function as
required T TR i e T
OTTRASItONS ‘Ower of syseam
* Act Type Control I % T Minaomsts Sstom [=
i ) : S
*  Supporting Resources: What is needed to support the act? e — S DeTiee [ o— Do [ T
X . K X i W ra T SR T pirsson Y [bilupseniniiiscuiritil e | OF oty | s prmurmration
«  Performance Trigger: Criteria that will trigger shutdown, S = E i =
critical control review or investigation T ez e
.. . P o el . " 3 Spacific IquIRmenEs adoquatsly
+  Verification Activities: Activities that can be checked to verify P | cocnmec i
critical control performance (Monitoring Activities) - S J Feteriind
- Degradation / Failure Mechanisms: What can cause the | s Soimie |, S | S e s R
degradation or failure of the control ————" e | "ol R R | e
- Degradation / Failure Prevention Strategies: Strategies that e
mitigate control failure or degradation P
. . . 3. Dogradation / Fallure Machantsms and Prevention Strategles: 5 by compara:
+  Control Effectiveness Assessment: How effectiveness will be e == i
measured e e e = prtl menF




Critical Control Verification Strategies

Who, checks what, how often
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Define Performance Requirements

(1 * Desired outcome:
Planning the process
¥ * Defined Critical Control Performance
(2
Identify material unwanted events [MUEs] .
3  What good looks like?
oy » 1x Performance Standard for each
crﬁf:aﬁc:ﬁ:gliggﬂigrna;ﬁce Identifyecontmls Critical Control (WhICh covers all
\ essential elements).
( o « Each Performance Standard covers
Verification and reporting Select the critical controls the essentlal elements'
( 1 » Critical Control Verification Strategy
Site-specific implementation \ Define performance and reporting ° HOW does your bUSineSS perform?

-0

Assign accountability



Assign Accountability

e Desired outcome:

Planning the process
¥ « Owners identified for Critical Risks,
(2] Critical Controls, Verification
Identify material unwanted events [MUEs) St rateg |eS

)

© « What good looks like?

Response to inadequate
Identify controls

critical control performance
\  Formal appointments of Risk
o Owners and Critical Control Owners.

Select the critical controls ¢ Tralnlng fOI’ key I’O|€S mapped IﬂtO
(’ l Training Needs Analysis
5

Verification and reporting

ite-specific implementation Define performance and reporting .
S | 3 / « How does your business
o perform?

Assign accountability



Site Implementation

Planning the process

Q€@

Identify material unwanted events (MUEs)

):

Response to inadequate e
critical control performance Identify controls
Verification and reporting Select the critical controls

Site-specific nnptempmalm\ y"rmance and reporting

-0

Assign accountability

« Desired outcome:
« Implement CRM Process.

* Implement actions from upstream
activities

« What good looks like?

 All actions frormn BBRA and Bowties
Implemented.

« Verification programs scheduled in system.

« Safety and Health Management System
documents created.

* Training provided to key stakeholders (Risk
Owner, Control Owner, Frontline worker)

 How does your business perform?



Verification and Reporting

Planning the process

Qe

anted events [MUEs)

=

Identify material un

):

Response to inadequate e
critical control performance Identify controls

d (3

Verification and reporting Select the critical controls

QO ( (5
Site-specific implementatio\ yormance and reporting

\o

Assign accountability

e Desired outcome:

* Implement verification
activities

» Report on process, risks and

controls.



Reporting Considerations

Criteria

Good Effectiveness - Control meets or exceeds all Performance standard requirements

Satisfactory but could be improved - Control meets most Performance Standard
requirements; however, improvement is required to meet all requirements.

Inadequate, action required - Control meets few or no Performance Standard

requirements;

PUE Owner Weekly Critical Control Verification Report

For_climbing using 3 points of contact

C Act observations are >90% paositive )

Reported

weakly
the Acts knowledge requirements been
defined? Reported
Are they included in quality training? quarterly
knowledge assessed?
Are there pre-task briefings for tasks where the Act
may be relevant? Reported
Is the requirement for the Act relnforced at the wenkly
?
the significant erosion factors for the Act been
identified? Reported
Are there Initiatives to reduce these factors? monthly

the Initiatives In ploce and effective?

—

—

)

-~

—

Commant J recommended action

JI

Possible Process Metrics

Verification activities completed in compliance to schedule.
Actions from verification activities completed in accordance to schedule
Competent personnel completing verification activities

Verification activities completed within window of allocation (between start and finish
date)

Amount of CRM actions closed

Amount of CRM actions created

CCVs with evidence attached

Risk Owner and CC Owner training compliance

Number of internal audits on CRM process

Scheduled CRM related SHMS document reviews (Compliance to Plan)



Verification and Reporting

« Desired outcome:
* Implement verification activities
* Report on process, risks and controls.

Planning the process

Qe

anted events [MUEs)

=

Identify material un

« What good looks like?

)

Response to inadequate y t? -,  KPIsimplemented for CRM process.
critical control performance entify controls
» Verification activities completed in
accordance to schedule and evidence
0O (4, provided.
Verification and reporting Select the critical controls . Critical COﬂtrO| fai|ureS ﬁxed, reported as
( l an incident (and seen as a good thing)
ite-specific implementation Define performance and reportin .
site-specific mplementat \ j Porine « How does your business perform?

~oe”

Assign accountability



Response to Inadequate Performance

Planning the process

® @

Identify material unwanted events ([MUEs)

)

9

Response to inadequate o
critical control performance Identify controls
Verification and reporting Select the critical controls

Site-specific implementation \ yormance and reporting

L6

Assign accountability

e Desired outcome:

e Critical control and Risk
owhners are aware of critical
control performance.

 Critical Control Failures are
Investigated, and
Improvement actions
Implemented.



Control Failure Assessment process

Critical Control Determine actual and ) Complete Level 4 or 5
. potential consequence of Reporting, Notification and
Failed . Level 4 or 57 ...
failure Investigation

Follow Trigger Action
Response Protocols




Response to Inadequate Performance

Planning the process

® @

Identify material unwanted events ([MUEs)

o N

Response to inadequate o
critical control performance Identify controls
Verification and reporting Select the critical controls

(7] | ( (5
Site-specific implementation \ yormance and reporting

Iho

Assign accountability

e Desired outcome:

e Critical control and Risk owners are aware
of critical control performance.

« Critical Control Failures are investigated,
and improvement actions implemented.

 What good looks like?

« Control failure assessment process defined

* Incident Investigation process includes
consideration of Critical Controls.

« CRM Deliverables are updated based on
findings from Investigations (e.g. Bowtie,
BBRA, Performance Standard)

« How does your business perform?






Effective CRM process consists of
multiple steps that build from the
previous.



s <\
There are many activities and \

deliverables that need to be
INn place



The obvious
question

How do | do it?



Slow or
Fast

Trial and Error Vs system



Help is here

Free Gap Analysis of your
CRM Process / Documents

It’s not for everyone.




-

Save lives at

work




How it Works

Email your CRM Procedure and
Templates (BBRA, Bowtie,

We complete the Gap Analysis We have a 15-minute call to
using our proprietary CRM Audit

tool.

review the Gap Analysis
outcomes

Performance Standard, PHMP) to
admin@impresssolutions.com.au




Benefits

We do all the work. Cost you nothing.
Use our 25 years of CRM Identify low hanging fruit
skills and experience to that can make meaningful

improve your process. change.



Only taking submissions for the next 2
weeks only:.




Uncover the Hidden
Pitfalls in Bowtie Analysis:

NAVIGATE THE
CHALLENGES LIKE A PRO!

WITH

Christian Young

January 16, 2023
1TAM AEST

(REGISTER NOW >>




l I

| |
IMPRESS

SOLUTIONS

aving ives at work

Unveili [ﬁ the —Iidden"hreats:

TASTERINE PSVEHOSORIIL BISK MANAGENEDT
FOR A RESILIENT WORKPLAGE

January 17, 2024 (12PM AEST)







Resources

 Email
admin@impresssolutions.com.au

e Slides + Audio

 Bonus (CRM Audit Checklist)

 Once recording is edited, we will
send through materials



mailto:admin@impresssolutions.com.au

saving lives at

SOLUTIONS

work™

Christian Young

0473 497 838

Christian.Young@impresssolutions.com.au




Thankyou
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